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01. Study Background Shipping Industry 4.0 : Emergence of MASS

Manual Recognition

Manual Control

Remote & Automatic Recognition

Remote & Automatic Control

[1][2]
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01. Study Background

2011 2012 2017 201820162013

Increased Risk of Cyber Attack

Danish Shipping Survey

In 2017, A Survey 

showed that 69% of 

shipping company 

had been subjected 

to cyber attacks.

Malware 

Social engineering 

Water holing

Scanning

Ransomware

Dos

Brute force

Spoofing

Sniffing

Homepage Modulation

“IRISL”  

Hacking attack 

“Korea” 

GPS Jamming

“Maersk” 

Ransomware attack

“COSCO” 

Ransomware attack

“BW”  

Hacking attack 

“Saudi Aramco”  

Phishing mail 

“DMA”  

Infected Files 

“Antwerp, Belgium”  

Cargo Tracking Virus

“USA oil rig platform”  

Malware attack

Type of Threat
69%
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01. Study Background

Cyber Security

7.14 Are Cyber Security Policy and Procedures part of the 
Safety Management System and is there a Cyber Response 
Pan onboard?

7.15 Are the crew aware of the company policy on the 
control of physical access to all shipboard IT/OT system?

7.16 Does the company have a policy or guidance on the 
use of personal devices onboard?

7.17 Is Cyber Security awareness actively promoted by the 
company and onboard?

OCIMF’s Response – SIRE VIQ 7

[7]6/27



01. Study Background

BIMCO KRNIST

• The Cyber Security 

Framework Components : 

Identify  Protect  Detect

Respond  Recover

• Present about How the 

Framework can be used

• Vulnerability and 

Relationship with 

Stakeholders

• Identify Threats and Risk 

Assessment

• Protection Measures

• Contingency Plans  and 

Recovery Plan

• Risk Assessment

(Vulnerability Identification

and Risk Analysis)

• Risk Management

(Education and Technical

activity)

• Response Plan and 

Accident analysis

• Recovery Plan

Various Ship Cyber Security Guidelines of Industry

[4][5][6]7/27



01. Study Background

Strategic Plan for the 

Organization for six- year period 

2018 to 2023 

(Resolution A .1110(30)) 

IMO’s Strategic Direction

[8][9][10]

Guidelines on Maritime Cyber Risk Management
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01. Study Background

Resolution MSC 428(98)

ISPS code ?

IMO’s Strategic Direction

Cyber Security
Management

[11][12]

Cyber Security
Management

ISM code

Different Company and Flag States have 
different responses

Vulnerabilities

The Standards are Vague and Ineffective
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02. Vulnerabilities & 

In - depth Analysis of the Problem
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Ship Area Network(SAN)

[13]

02. Vulnerabilities & Analysis

11/27



[13]

Closer Look of Ship Area Network(SAN)

Main Network(L3)

Data Acquisition Unit Navigation Network Group(L2) Other Network Group(L2)

AMS Network Group(L2)

Power Management System

Alarm Monitoring System

NMEA

ECDIS

S-Band Radar

Conning Display

X-Band Radar

Chart Radar
Gyro GPSAuto Pilot Speed Log

BNWAS
Wind Sensor AIS Echo 

Sounder

VDR

Hull Stress Monitoring

Ship performance Monitoring

Reefer container Monitoring

EEMS

02. Vulnerabilities & Analysis
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[12]

[13]

Probable Situation (Cyber Security Threats)

[13]

1. Entry via Satellite

2. Entry via USB

02. Vulnerabilities & Analysis
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Operational 

Technology is the 

systems which    are 

used to operate the 

ship

Information 

Technology is the 

systems used for 

office work, email, 

and web-browsing

Computer
Personal phone

Internet Browser
USB device

Pipe
Rudder

Centrifugal Pump
Generator

Firewall Non-existent

IT vs. OT

IT :

Information

Technology

OT :

Operational

Technology

02. Vulnerabilities & Analysis
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Classification by Importance of Equipment

LEVEL 1 Weather Telefax, Course Recorder

LEVEL 2 Voyage Data Recorder, Incinerator, Boiler, Ship’s Clock

LEVEL 3 Echo Sounder, Car Deck Fan, G.S. Pump

LEVEL 4 GPS, Bow Thruster, Ballast System

LEVEL 5 ECDIS, AIS, Engine, Radar, Propeller, Autopilot

→We believe the risks in ‘input’ and

someone to manage these risks 

5 Levels of Classification

[14]

02. Vulnerabilities & Analysis
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→ Over 97% of crew 
haven’t received training 
for cyber security

→ 62% of crew didn’t 
feel confident in handling 
a virus

97% 62%

38%

3%
Calls for 

urgent 

measures 

to be taken

02. Vulnerabilities & Analysis Problem Analysis

Response of 60 Surveyors

Increased
Awareness

Coping
Ability

Cyber
SAFE
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03. Conclusion & Solution
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CHAPTER A CHAPTER B
Mandatory Recommendatory

SOLAS
(International Convention for the Safety of Life at Sea, 1974) 

03. Conclusion & Solution SOLAS Convention and ISPS Code
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ISPS International Ship and Port Facility Security

CHAPTER A/13 CHAPTER B/13 .10  CYBER ATTACK

03. Conclusion & Solution Training and Drills
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ISPS International Ship and Port Facility Security

SSP
Ship Security Plan

PFSP
Port Facility 
Security Plan

03. Conclusion & Solution Security Officer and Security Plan
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ISPS International Ship and Port Facility Security

.19  Procedures for installing ship network 

security equipment and preventing or 

responding to unauthorized access on the 

onboard network

Ship’s network,

Ship’s network-

based service

03. Conclusion & Solution The Expansion of a Ship Security Plan
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ISPS International Ship and Port Facility Security

USB FITER FIREWALL 
BETWEEN
OT & IT

REGULAR 
UPDATES OF 

VACCINE 
PROGRAM

SETTING OF 
SECURITY LEVEL

03. Conclusion & Solution Details must included
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.21 methodology of ship cyber 
security assessment
.22 methods of ship cyber 
security surveys and inspections;

SSO
Ship Security Officer

03. Conclusion & Solution Training of Ship Security Officer
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?

CYBER SECURITY

Ship Security 

Officer
ALL CREW 

MEMBER

STCW The International Convention on Standards of Training, 

Certification and Watchkeeping for Seafarers 

MODEL COURSE

The program of model 

training courses developed 

out of suggestions from a 

number of IMO Member 

Governments to facilitate 

access to the knowledge 

and skills demanded by 

increasingly sophisticated 

maritime technology.

EXIST, 

Need to update when 

ISPS is revised

DOES NOT EXIST, 

Should be made

when ISPS is revised

03. Conclusion & Solution STCW and Model Course
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Version - up of ISPS code

We must prepare and prevent a response because 

cyber attack is an imminent threat in the shipping 

industry and is not limited for anyone. 

03. Conclusion & Solution 
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